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1. Executive Summary

Archiving is simply the active managemel
of information. As informatio gets older
its value to the organisation reduces and
some point it becomes more of a burden
than a benefit.

Data growth continues to accelerate
80% of data has not been accessed recently
60% will NEVER be accessed

80% of dataiis still on primary storage

L K

The timeframe for this depends on the
information itself but numerous studies
have shown that only 40% of digital

information once created isver viewed -
and only 20% is altered. =1
1 B

The difficulty is identifying the data that will never be accessed again, if we could dodhatuld erase it and
argsS | ft24G 2F GAYS IyR Y2ySeo ! yF2NldzylGdSte vYz2ai
in the future and hence prefer to retain everythingis a result the amount of digital storage continues to

grow exponentidly which creates financial and logistically issues for organisations as their demand for digital
data storage increases.

Archivingallevigesthis problem by identifying the older or little uséformationand manages it separately
from the organisations activieformation. This archive information can then be managed on long term
storage.The mairbenefits of this are:

1 Reduce the risk

T Reduce the cost

1 Increase the availability of information.

There are threemainreasons organisations archive data:

1) Records retention, for compliance and good corpomgeernance
2) Long termretention, for preservation ofnformation assets

3) IT Optimisation

Based on the reasons wlayganisationsarchive informationthe fundamental requirements of archiving are:
Lower costhan existing primary storage

Long term retention

Compliance witlregulatiors

Transparent access to archival information

Offline management of very old information

=A =4 =4 -4 -9

The currently available options for archival storage are:

1 Nearine RAID arrays

Nearline RAID arrays are basically cheaper versiothe gimary RAID arraythey are typically created with
lower cost magnetic disk drives with larger individual capacities. Like the primary RAID aseayithneed to

be regularly baked up as part of the organisations disaster recovery procedNesline RAID arrays are best
suited to short term archives, less than 5 years, where the data is not vital and there is sufficient capacity in
the existing data backup process to inclutistdata.
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1 Tape nearline and offline libraries

Tape systems have been used traditionally for making data-bpslandare best suited for transferring large
amounts of data in a single go. They are not designed for writingaating individual fils which aretypical
for an archive This reducesoth reliability and speed as they don’t provide random acca@émy are best
suitedfor backing ugarge, contiguous data set

1 Optical nearline and offline libraries

Optical archive configurations asimilar to tapebut the maindifference is in the media itselfBluray
technology is designed for wide use within the comer/video marketand provides backward compatibility.
Hence it is reliable, robust and like CD/DVD before it, will be widellablafor coming yearszurthermore
anaverage media life di0Oyears is predicted for current 50GB Bay Dis¢thanks toits advanced coating
technologies In combination with itdow energy consumption and cooling caostpticalmediais extremely
suitable for longterm and green archiving

Orgarjlsa_tlons archive mformathn fora somis| Power consumption (W/TB)
combination of regulatory compliance, lor - 3078 system

term retention and IT optimisation reason $280/TB/YR
. . 350
These reasons drive a set of requirement

. .o . 300
and the three main archiving options were E.\
compared against them. 200 \.\

150
With the current concern about global 100 \ sw/Te |
war_mi_ng apo! the O!rive to reduce carbon 50 [ s70/TB/VR ]
omissions it iglso important tocompae 0 : —
the power Consumption dhe 3 Opt|0ns EMC F/CRaid S-ATARaid MAID LTO-4  DISCBlu-ray
Centera
Magnetic Tape Blu-ray
Hard Drive Optical

Lower cost than existing primary storage

|

Long term retention

Compliance with regulations

Transparent access to archival informatio

|/
A4

History has showthat whilstnear lineRAID ad tape archivesulfil some of these requirements they have
significant drawbacks and only Biay optical archiveare uniquely suited to sustainable long term
information archival.

Offline management of very old
information

ONNON\
N

TheDIS@lu-ray Optical Libranserieds also thearchiving solutionwith the lowest energy consumptioof all
the options. Hence, vith all the standard features of optical archivingQC+ year media life, low power
consumption random access etc), theliableDIS@Iu-ray Librariesprovide the safst place for your
information. And at the same time you have a sustainadighival storagesolutioni K G 62 y Qi .
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2. The need for archiving

2.1 Dataprotection & availability

As the economy is evolving frobeingindustriatbased to informationbased almost all information
companieggenerate hasa specifiovalue. Nearly0%of this information is also produced in electronic
format, where email is occupying a significant part of this. Singaligl your corebusinesgdepends o the
contentand organizatiorof your digital dataContracts andgreements do not longer exist in physical
format, only in electronic formatWhat about your client and supplier database? Do you have a printed
version of thisAre you or anyf your enployeesable to reproduce this informatioim case ofetrieval
failure? Dataprotection entails all thesencidental disruptionsbutit also includes how to deal wiithtended
violationson your missiorcritical data whereby internal and external harrhiofluences are taken into
account.

Productivity rates leap as organizations streamline their business processes in order to eliminate duplication
andto automate the predictable, repeatable stepBurthermore,ensuringdata availability in specific forats

or retrieving datawithin determined time spans is also required by law in certain industry se@orgou

know how much time is spemteeklyon looking for digital informatiomand what the hiddenassociatedosts

are?

See table 1 Email, as mdsnformation workers will agree, is by far the most tiroensuming activity,
followed by creating documents and then finding and analyzing information.

Table 1:The Cost of Information tasks to the enterprise

Average hours Costper Cost per
Task per worker per | worker per | worker per
week week* year*

Email: read & answer 14.5 $ 418.30 $21,752.90
Create documents 13.3 $ 333.70 $19,952.70
Analyze information 9.6 $ 277.00 | $14,401.90
Search 9.5 $ 27410 $14.251.9
Edit/review 8.8 $ 253.90 $13,201.80
Gather information for documents 8.3 $ 240.00 $12,481.70
File and organize documents 6.8 $ 196.20 | $10,201.40
Create presentations 6.7 $ 193.30 $10,051.30
Create images 5.6 $ 162.70 $ 8,461.10
Data entry to eforms 5.6 $ 162.40 $ 8,446.10
Manage document approval 4.3 $ 12410 | $ 6,450.90
Publish to web 4.2 $ 121.20 $ 6,300.80
Manage document routing 4.0 $ 11540 | $ 6,000.80
Publish to other channels 3.9 $ 112.50 $ 5,850.80
Create rich media 2.8 $ 8080 | $ 4,200.60
Translate 1.0 $ 29.70 $ 1,545.20

*Based on average salary of $60,000 per year plus ben&itsrce IDC: Proving the value of content technologies study.
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In table 2 you can see how many hours are wasted per week per task.

Annual cost to
Average | Cost per Cost per enterprise
Task weekly | worker per | worker per with 1,000
hours week ($) year ($) information
workers
Reforma_ttmg from multiple 38 110 5,701 5,700,760
formats into one document format
Search but not find 35 101 5,251 5,250,700
Recreating content 3 87 4,501 4,500,600
Mult! —channgl pu_bllshlng with 28 81 4.201 4,200,560
multiple applications
Moving documentsrom one 24 69 3.600 3,600,480
format to another
Acqumng archlved_records with 23 66 3.450 3,450,460
little or no automation
Version control issues 2.2 63 3,300 3,300,440

* Based on average salary of $60,000 per year plus ben&fitsrce IDC: Proving the value of content technologies study.

2.2 Increasingstorage demands

As the volume of electronic information etinues to grow rapidly every yeahd amount of new storage
capacity installedollows this trend.Email and email attachments are largely responsible for the explosion in
data storage needdT departments do nadevelopin the samegrowth rate howeverand are ever more

faced with limited resources and budget for managafighe (new)storage solutions.

Consequently, IT managers must become more efficient. A first step in the right direction would be,
increasing the awareness of alternativés. the tard disk prices continue to declineamy companies have
resigned themselves to simply adding seniastead of putting policies into place for a more effective
utilization of existing storage.

Moreover,80% of the data on most networksiigctiveandas it all resides on hard diskstawasteof
valuable online terage capacityThis includes a high level @dundancy as (dupate) data is often stored
and backeeup several times.

Corporations have been backing up multipleies of identical dcuments and can radicaligduce their
storage (managementosts witheasy,costefficient solutiors for the automatic backup and centralized
management ofheir user data.

This will alloworganizations to reduce theamountof file and email serversytcreating shared pools of
common files and backing up only the changes to existing documents.
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2.3 Compliance & legislation

Electronic records playsaevidence in legal disputes and regulatory auditgareasingly important role
Several indusy sectors ardied downby specificompliance and legidian standards which complicate the
already challenging storage management a company fazes more

EC17 a4 Canadian Electronic Basel Il GD PdU & GoBS

(USA) Evidence Act i
Capital Accord (Germany) 11ME DIS-DC

(Japan)

Public Records
Office
(UK)

Electronic Ledger
Storage Law
(Japan)

IS0 18501/ N

18509
A

Financial Services
FDAZICRF  Np742.013 Do

Authority (UK)
Sarhanes-oxley Act Part 11 (ance)
(USA) BSI| PDOO0E

(UK)

Some requirements have to be satifiby all companies, although these requirements castheter for
specific industries such as fimzial services, healthcare etc.
Mostlythey involvesome or all ofhe following requisites when creating compliant digital archives:

1 Storage media mudie nonrewritable and norerasable to demonstrate the authenticiof a
document.

Duplicate copies of (all) data must be made.

An index of all data must be made

Data and index must béownloadable

Dataneeds to be retainedlor minimum periods

Data mustbe keptconfidential

Data must be kept safe and accessible

Data must be readily accessible (upon request of regulator/auditor).

= =4 =4 -4 -4 -8 -9
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3. Archival storage considerations

3.1 Archiving Benefits

Digital archiving is intended for tHeng-term storage, preservation and access to information. By
consolidating traditional storage tiers you can create afftctive and usefriendly digital archives which
serve as your lonterm storage. This sounds complex, but actually involvesrdmestormation of current and
future storage repositories into active digital archives.

Archiving alleviags this problem by identifying the older or little used information and manages it separately
from the organisations active information. This archiviermation can then be managed on long term
storage. The main benefits of this are:

I Reduce the risk

9 Reduce the cost

1 Increase the availability of information.

By separating active and static information Tier1: Tier2: Tiers:
different protection strategies can be adopted. A On-line Storage Back-Up Archive

there will be less active information to manage a |20% - -
enhanced disaster recovery strategy can be Active

implemented. The backup window is reduced bu m

more importantly the recovery time of a RAID Direct

array crashing is reduced. By separating active 800, Reclaimed ROl | Reduced Optical,
static informatia it frees up space on the file Static | Storage P v
servers and hence reduces the need to purchast

additional storage capacity

Cost is reduced as the archival storage is a lower cost than the primary, RAID array, storage. As information
gets older the likelihood of it beg accessed reduces considerably hence it is not necessary to store this on
primary RAID with instant access.

Alternatives to traditional storage have to be looked at wissrarching foanswers tosolvethe storage
dilemma. Consaldation and transformation are key factors in this discussigiany times, companies are
aware of the need to baelp their data but not all are conscious of the benefits of having a digital archive.
Sometimesthere is alsosomeconfusion betveen these entirely different concepts.

Backupis the processvhere an additional copy of files is made for a short period of time. The main purpose is
to cope withhardware failures or incidentdbss of the original data.

Archivingis the process wére a permanent copy of data is made. The copied data is intended to be used in
the future reference and/or the primary source of that data. In many cases, the original data is being deleted
from the primary storage.
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3.2 Archiving requirements

There are three main reasons organisations archive data:

1) Records retention, for compliee and good corporate governance
0 Retain information for legal or regulatory requirements
o Original record must be retained in the original foriqunaltered
o Typical information includes:
A Contracts, financial transactions
A Also emails, invoices and purckeasrders
A Medical records and images

2) Long term retention, for preservation of information assets
0 Retain information for future use
o Information is required for 10s of years or indefinitely
o Typical information includes:
A Media content, movies, misand TV recordings
A Experimental data, pharmaceutical trails and oil exploration findings
A Historical records, maps and legal documents

3) IT Optimisation
0 Separating inactive and active data, to improve efficiency
0 Increases available space on file serverduces backup windows and improves disaster
recovery time
o Typical information includes:
A Unstructured data, user files

In reality, organisations archive for all these reasons but one will be the primary drive to initiate the archiving
of information.

Based on the reasons why organisations archive information the fundamental requirements of archiving are:

9 Lower cost than existing primary storage
Information stored in an archive should cost less than leaving it on the primary system. This should not
only consider the acquisition cost of additional primary storage but also the disaster recovery procedures
and the operational costs.

1 Long term retention
Long term retention is generally agreed to mean longer than the reliably life time of the original system
is stored on. Hence, with a primary RAID system this is bey@ngedrs. After this period to maintain
access to the data the storage system would need to be replaced and the data migrated to this new
system.

1 Compliance with regulations
A detailed aalysis of the thousands of regulations is beyond the scope of this paper but the essence of
these regulations is to ensure that the original record can be reproduced without being altered. The
ultimate test is to produce the record in a court of law, pravieas not been altered and be able to use it
as evidence.
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1 Transparent access to archival information
However the archive is implementeithe end users demand constant access to their information and
hence the archive must be transparenttotheendNge ¢ Kl & A& (KS& R2y Qi KI ¢
data and it appears to remain where they put it. In fact IT departments often implement these
transparent archives without the end user being aware of any changes.

1 Offline management of very old infioration
As information gets older the likelihood of it being accessed reduces considerably hence it is not
necessary to store this on primary RAID with instant access. Furthermore, as archives tend to be filled up
sequentially with little modification, theldest information was often written to the archive first. Hence,
once the organisation no longer needs direct access to this informatioan be offlined from the
archive to further reduce costs. @ffied data can be retained outside of the archisygstem and can be
restored if the data is required. This allows organisations to avoid making deasiont deleting
information.

~
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4. Archivalstoragetechnologies

4.1 Introduction

The currently available options for archival storage are:
1 Nearline RAID arrays
9 Tape nearline and offline libraries
1 Optical nearline and offline libraries

There have been some recent developments in the Cloud Storage, where organisatitsigsedtheir

storage allowing them to consolidate and manage the storage more effectively.

This approach makes implementing and managing an archive much easier, as the information is consolidated
into a single unified storage structure. Identifying old or little used data, migrating it into the archive and
managing the access becomes truly tnaaent within the cloud.

However, the basic archival options remain and are discussed below.

4.2 Nearline RAID arrays

Nearline RAID arrays are basically cheaper versions of the prin
RAID array. They are usually created with lower cost magnetic
drives with larger individual capacities. Like the primary RAID a
these will need to be regularly backed up as part of the
organisations disaster recovery procedures.

Nearline RAID arrays meet the archive requirements as follows

1) Lower cost thanxsting primary storage
o Lower acquisition cost, due to lower reliability drives
o Operational costs will be similar to primary storage, in terms of
A High energy consumption and cooling
1 Energy reduction by powering down drives (MANIassive Array of Idle Big
A Backup procedures
A Monitoring and replacement of failed drives

2) Long term retention
o0 Not possible
o Entire RAID array would need to be replaced and the data migrated to new sgstmn25
years.

3) Compliance with regulations
o Complicated software algorithenprovide WORM type behaviour

4) Transparent access to archival information
0 Yes, provide a link between existing primary RAID and archive

5) Offline management of very old information
0 Not possible
A al3ySGiA0 KI NR hRdamoled anddtore@ldngin Sutside of the archive
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55;;::"9 —a— Installed Base
Nearline RAID arrays are best Yo Munts)
suited to short term archives, less I Now Server Spending T 4
. $100 4
than 5 years, where the data is nc B Powsr and Cooling 1o
vital and there is sufficient 80 1 - |
capacity in the existing data 520 ] A H L
backup process to include this + 20
$40 A e
data. 15
$20 A T 10
. . r &
Continuous power consuption 5 A0 B B FY RS R R RN R R R R RN RN
and the lack of removability of the © A D O DA DD O E D DO O
Y D OF &7 O 87 &7 O
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media make RAID technolotpss
suitedas longterm archiving

technology. B Power & Cooling cost in 1996 is only 15% of total

B Power & Cooling cost in 2010 will be 40%
(source IDC)

4.2 Tape rearlineand offline libraries

Tape nearline archives consist typically of a server which is network
attached (NAS) and is running software that manages the movement
data from the primary RAID to the tape archive.

The tape library is a large cabinet with shelastlie tapes and a smallel
number of tape drives. A robotic mechanism moves the tape media-
the shelves to the drives allowing data to be accessed.

Theymeet the archive requirements as follows:

1) Lower cost than existing primary storage
o Yes, mostompanies have some form of tape backup already installed so only additional
software required
o0 Tape has a low power consumption

2) Long term retention
0 Yes, tape media life is estimated al@ years
o However, tape technology is not always backvearompatibke
A For example a tape written with LTO1 technology cannot be read with the current
LTOS drive

3) Compliance with regulations
0 No, tape can be altered as tape is fundamentallyrégable media
A It requiresadditionalsoftware to prevent alternation of information

4) Transprent access to archival information
0 Yes, but not suited for random access, tape needs to spool which results in:
A A lot of tape winding also reducesliability
0 Access to files is slow due to long delays in finding the start of individual files

o T
(v 5 N
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5) Offline management of very old information
0 Yes, removability of media allows foriffing of information,
o However, tape needs periodic-tensing to prevent tape adhering together
o0 Tape vulnerable tdelectro) magnetic radiation

Tape systems have been used traulially for making data baekps and best suited for transferring large
amounts of data in a single go. They are not designed for writing or reading individual files which is typical
for an archive and this reduces their reliabilitape is in most cases rewritable and as a consequence not
applicable ifTmanyprofessionaknvironmentswhere regulatory WORM (write once, reathny) archiving

is required.

Compatibility is also an issue for tape users as every tape format is propriétauhe tape standards change
approximately every-10years, this reduces extremely its efficiency as data has to be migrated to new
standards and exchange between different suppliers could be complicated.

4.3 Bluray optical nearline and offline libraries

Optical archives configurations are similar to tape. The big
difference is in the media itself. Bltay technology is designec
for wide use within the consumer/video market.

Hence it is reliable, robusindlike its predecessor€DDVD it
will be widely available for coming years.

Optical/Bluray technology meets the archive requirements a
follows:

1) Lower cost than existing primary storage
a. Yes, total cost of ownership is lower than prim&#ID
i. Low energy consumption and cooling costs
ii. No need for constant backup

2) Long term retention
0 Yes, Media designed for up to 100 years
0 Bluray is the successor to CD/DVD which has a long history

3) Compliance with regulations
a. YesBDR isunalterable, WORMWrite Once Read Mangedia

4) Transparent access to archival information
a. Yes, provide a link between existing primary RAID and archive
b. Optical media is random access, giving fast access to individual files
c. Access time toligs is slower than nearline RAID but faster than tape

5) Offline management of very old information
a. Yes, Removability of media allows for-lifing of information
b. Media has a hard coat to protect it
c. Magazing SmartPackused to handle media outside of library
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